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PABOYASA NPOMPAMMA YYEEHOW OUCLIMNIIUHBI
B51.B.05 NpaBoBble acnekTbl MHpOPMaLUOHHOM
6e3onacHocTun
1. Kog n HammeHoBaHWe HanpaBleHUsi NOAroTOBKU/cNeunManbHOCTH:
10.05.01 KomnbloTepHas 6e30nacHOCTb
2. Mpodmnb nogroroBku/cneymnanmnsauua:
"Be3onacHOCTb KOMMNbLIOTEPHBIX CUCTEM U ceTen" (No oTpacnu unu B ciepe

npodeccnoHanbHON AeATENBHOCTI)

3. Keanudukauums (cteneHb) BoinyckHuka: Cneunanuct
4. dopma obyyeHMs: OYHaA

5. Kacheppa, oTBevarowias 3a peanmsauuio AUCLUUNIUHDbI:
Knbepbe30nacHOCTM MHPOPMALIMOHHBIX CUCTEM

6. CocTaBMTEeNU NporpaMmmbil:

KeHuH Ceprein JleoHnaoBuy, K.T.H., OLEHT Kadeapbl KnbepbezonacHocT MHPOPMAaLMOHHbIX

CUCTEM

7. PekomeHaoBaHa:
HMC dakynbteta NNMM, npotokon Ne 7 ot 26.05.2023r.

BHeceHbl nameHeHus: nportokon YC dakynbteTa NMM, npotokon Ne 8 ot 27.02.2024
PekomeHaoBaHa ¢ nsmeHeHusamu: npotokon HMC cdakynbteta MM, npotokon Ne 5 ot

22.03.2024

8. YuebHbIt roa: 2026/2027 CemecTp(bl): 8



9. Llenu n 3agayum y4yebHOM AUCLUUNIIUHDI

dopmupoBaHMe MNpodecCnoHarnbHbIX HaBblKOB, CBA3aHHbIX CO CTPYKTYpPOW MOSIMTUKO-
npaBoBoro  obecneyeHns  MHEGOPMALMOHHOMW  6e30MacHOCTM U COOTBETCTBYHLLEINO
3aKoHopaTenoctBa B obnactn wuHdopmauun, WMHEOOPMALMOHHBbIX TEXHOMOMMA U  3aLlMThbl
WH(OpMaLMK, nNepcoHarnbHbIX [OaHHbIX, FOCyAapCTBEHHOMW TauHbl, 3L, TexHuyeckoro
perynupoBaHus; NOHATUN, CBA3aHHbIX C BONpPOCaMy OTBETCTBEHHOCTU 3a MpaBoOHapyLeHnsa B
obnactu nHdopmMaLmMoHHOM 6e30NacHOCTH, a TaKXe MexaHM3MaMu 3alnThbl NpaB N 3aKOHHbIX
NHTEpPeCcoB CyOBHEKTOB MHEOPMALMOHHON cdepbl.

10. Mecto y4yebHOM AaucumnnuMHbl B cTpykTtype OIlOM: pucumnnmHa oOTHOCUTCA K
BapuaTtMBHOM YacTtm 6noka b1 gucunnnuH yyebHoro nnaxa.

11. NMnaHupyeMble pe3ynbTaTbl 00y4YeHUs MO AUcUUNIUHEe/MOoAYyni (3HaHUA, YMEeHMUs,
HaBblKU), COOTHECEHHbIE C NNlaHUPYeMbIMU pe3yNnbTaTaMu OCBOeHUsi obpa3oBaTenibHON
nporpamMmmbl (KOMNeTEHLUUAMU) U MHAMKATOPaMMU UX AOCTUXKEHUS

Koa HassaHue Koa(bl) NupukaTtopbli(bl) MnaHmpyemeble pe3ynbTaTbl 06y4YeHNs
KOMMNeTeHunu
MK-3 CnocobeH MK-3.1 BnageeT 3HaHUAMHU 3HaeT:
yyacTtBoBaTth B MeXAYyHapOAHbIX 1 MexXayHapoaHble U OoTe4YecTBEHHble
paboTax no OTe4EeCTBEHHbIX HOpMaTMBHO-MNPaBOBbIE aKThl,
NPOEKTMPOBaHUIO HOPMaTMBHO-TIDABOBbIX | craypapTel M npaBuna B o6nacty

aKToB, CTaHAapTOB U
npasun B o6nactu
WMH(OPMAaLMOHHbIX
TEXHONOrnin un

CUCTEM 3aLUnThI
nHdopmaunn B
KOMMbIOTEPHbIX

WHAOPMALMOHHBLIX ~ TEXHOSMOMMA 1
nHdopMaLnoHHo 6e30NacHOCTH.

cucTemax n ceTax NHDOPMALMOHHOW Bnapeer:

npun peweHnn 6e30nacHoCcTu 3HaHNAMMN MeXxayHapoOHbIX n
npoceccuoHanbHbI OTEYECTBEHHbIX HOPMATUBHO-NPAaBOBbIX|
X, aKTOB, CTAaHAAPTOB M NpaBun B 06nacTtu
nccnenoBaTenbCKu MHOPMaLMOHHbIX TEXHONOorum n
X U NpUKNagHbIX nHdopmaLMoHHoN 6e3onacHoCTH
3ajad

12. O6bem AMcuMniuHbI B 3a4eTHbIX eanHulax/yac - 3/108.
dopma NPpoMeXyTOHYHOM aTTecTaLuum - 3a4eT.



13. TpyaoeMKocTb NO BuAam y4ye6Homn paboTbl

TpyooéMKocTb (Yachl)
Mo cemecTtpam
Bupa yyebHol paboThl B Tom umcne B
Bcero WHTEPaKTUBHON 8
dopme
AyOMTOPHbIE 3aHATUSA 42 42
B TOM YuCne: 14 14
nekumm
MpakTnyeckne 28 28
JlabopaTtopHble 0 0
CamocTosaTenbHas paboTa 66 66
KoHTponb 0 0
Utoro: 108 108
dopMa MPOMEXYTOYHOMN
aTTecTaLum 3auet 3auet
13.1. CopepxaHme QUCLUNINUHbDI
Ne Peannzauusa
n/n pasgena
HaumeHoBaHue pasgena OVUCUMMINHBI C
CopepxaHue pasgena oMCUMnAnHbI
AVUCLMMAUHBI MOMOLLbIO
OHMNamnH-Kypca,
QYMK
1. Jlekumn
1.1 [Mudopmarus kak 00BEKT CybbekTbl U 0ObeKTbl MPaBOOTHOLIEHUA B obnactu

MPaBOBOI'O PEryIUPOBAHHUS MHOpMauuoHHon  6esonacHocTu.  DopmMupoBaHue
MH(OPMALMOHHBLIX PEecypcoB W UX KBanudukauus.
KOHCTUTYLUMOHHbIE rapaHTun npaB Ha WMHOpMaUUo ”
MexXaH13M 1X peanu3auuu.

1.2 [BaxonomarenbctBo B 0bmactu |OTpacnu 3akoHOaTenNbLCTBa, pernameHTupyloLume
MHPOPMALIMOHHON neAaTenbHOCTb NOo  3awmte uHdopmauuun. [JokTpuHa
0€30MMaCHOCTH. MHOPMaLMOHHOM 6e3onacHoCTH Poccuu.
MepcnekTnBbl pa3BUTUS 3akoHoAATENbCTBaA B obnacTtu
MHOpMaLMOHHOM 6e30MacHOCTH.

1.3 [[IpaBoBOIi peKHM 3aILUTEI MpuHUMNBLI, MexaHu3M ©n  npoueaypa OTHeceHus
FOCYapCTBEHHOM TailHBI. cBeaeHnn K rocyapcTBeHHON TaliHe, nx
3acekpeynBaHuA U paccekpeumBaHuda. OpraHbl 3almThbl
rocylapCTBEHHOW TaWHbl M UX KOMMeTeHuus. [Nopsiaok
fonycka M AocTyna K rocypapCTBeHHOM TawviHe. VHble
Mepbl MO 0OecneyeHud COXPaHHOCTUM  CBEAEHWN,
COCTaBMAKLWINX  FOCYAAPCTBEHHYO  TavHy  (pexum
CEKPETHOCTM KakK OCHOBHOW MOPSOOK LEeATEeNbHOCTU B
cchepe 3alUMThl rocyAapCTBEHHON TaiiHbl). Mepeuens 1| hitps://edu.vsu.ru/c
Coflep>XaHue OpraHn3auMOHHbIX Mep, HanpaBfieHHbIX Ha ourse/)
3aLLMTY rocyAapCTBEHHON TanHbl. CUCTEMa KOHTPOJIS 3a
COCTOSIHUEM  3aLUUThI rocyoapCTBEHHOW  TauHbl.
FOpuguyeckas  OTBETCTBEHHOCTb 3@  HapylleHus
NpaBoOBOrO0 pexuma 3alMTbl rOCy[apCTBEHHOW TaMHbI
(yronoBHas, agMUHUCTpaTUBHAsA, GUCUMNIMHAPHas).

1.4 [[IpaBoBsie pexuMsbl 3ammThl | [IpaBOBble peXnMbl KOHMAEHUMANbLHON NH(opMauun:

KOH(UIEHIIHATBLHON copepxaHue u ocobeHHocTn. OcHoBHble TpeboBaHus,
MHpOpMALIUH. npeabsaBngemble K opraHusaumm 3aWwmThl
KOH(UOEHUNansHoM WHopMauun. KOpuanyeckas
OTBETCTBEHHOCTb 3@ HapyLUeHWs MpaBOBOro pexuma
KOHUAEHUNansHoM NHpopmaLuu (yronosHas,
agMUHUCTPaTMBHas, rpaxaaHcko-npaBoBas,

OMCUMNIIMHApHas).
1.5 |Opranusanuonnoe MoppazpeneHus, obecneumBatowme UHHOPMALMOHHYHO
obecreuenne UB. Ge3onacHOCTb  MpeanpusTus, opraHusauun. O630p

POCCUMACKUX HaLMOHanbHbIX CTaHOapTtoB B  cdepe
MHopMauuoHHon 6e3onacHocTu. [oHATME  «pexum
3almTbl MHpopmauuuy. [lMonntuka WMHEGOPMALMOHHON



https://edu.vsu.ru/course/
https://edu.vsu.ru/course/

Ge3onacHoCTH.

1.6

3amunTa UHTEJUIEKTYalbHON
COOCTBEHHOCTH.

MoHATMe WHTennekTyanbHon cobcTBeHHOCTU. OB6BHEKTDI
M CcyObekTbl aBTOpcKoro npaea. WcknouutenbHble
aBTOpckue npaea. CMmexHble npaBa. [1paBoBasd oxpaHa
nporpamm ansa  OBM, 6a3 pgaHHbIX M TONONOrvn
MHTErpanbHbIX MUKpPOCXeM. 3almta aBTOPCKMX W
CMeXHbIX MpaB. OCHOBbI NMaTEHTHbIX MPaBOOTHOLLIEHWUN.
Ycnosusi nateHTocnocobHocTn. O6bekThbl N306peTeHus,
CBA3aHHbIE C 3NIEKTPOHHO-BLIYNCIIUTENBHOM TEXHUKOW U
MHOPMALMOHHBbIMU TEXHONOIMAMMU. ABTOpbI
n3o0peTeHnin M nateHToobnapatenn. MexaHuam
naTeHToBaHWA. 3awmta npaB naTeHToobnagaTenen u
aBTOpoB. OCOBGEHHOCTM [OrOBOPHbLIX OTHOLIEHWA B
obnactn uMHdopmaumnoHHol 6e3onacHocTu. [lpaBoBoe
perynupoBaHvMe B3aWMOOTHOLUEHWA agMUHUCTPaUMK U
nepcoHana B obnactn obecnevyeHuss MHADOPMaLMOHHON
6e3onacHocTn. OCOBEHHOCTU TPYAOBbIX OTHOLLEHUN.

1.7

MexxnyHapoaHoe
BaKOHOJATENLCTBO B 00IaCTH
BaluThl HHpOPMAU

Cy6beKTbl " 006BEKTDI MeXAYHapOAHOro
MHOPMaLNOHHOIO obmeHa. HaunoHanbHble
3aKOHOAATENbCTBA O KOMMbIOTEPHbLIX NMPaBOHAPYLUEHUAX|
1 3awmte nHopmaummn. (benapyco, CWA, EC, Kutan).
MexayHapogHoe coTpyaHUYecTBO B obnactn 6opbbbl C
KOMMbIOTEPHOWN NPECTYNHOCTbLIO.

1.8

KommbroTepHbie
MpaBOHAPYIICHU

Mpu3Haku n anemeHTbl cocTaBa npectynneHns. OCHOBbI
paccnefoBaHust NPECTYMNEHNA B chepe KOMMbIOTEPHON
MHopMauun. AIMUHUCTPaTUBHAs OTBETCTBEHHOCTb 3a
npaBoHapyLleHns B cepe MH(OPMALIMOHHbIX
TexHonorun. O63op nonoxennn FOCT P NCO/MBK
18044-2007 «MeHepXmeHT VMHUWOEHTOB
MHopMauuoHHoN 6e3onacHOCTMY ANA peleHns 3agad

paccnegoBaHnAa MHUMOEHTOB 6e30MacHoOCTH.

13.2. Tembl (pasaenbl) AUCUUNSIUHBLI U BUAbI 3aHATUN

Ne HaumeHoBaHue Buabl 3aHATUI (4acoB)
n/n pasaena oncuuniinHbl
Nekummn | MpakT. | Iab6. pab. CamocrosTenkHas | KoHtponk Bcero
paboTta
1.1 Hudopmanus kak 00bEKT
PaBoOBOTO 1 0 0 6 0 7
eryJIUpPOBaHHs
1.2 BakoHonarenscTBo B
o0macTi MHPOPMAITHOHHOMN 1 2 0 10 0 13
0e30MaCHOCTH.
1.3 [IpaBoBoit PEeKIM
3aIUTHI 5 4 0 8 0 14
roCyAapCTBEHHOW TalHBbIL.
1.4 [IpaBoBBIC PEKIMBI 3aIUTHI
KOH(UIEHIIATLHON 2 4 0 8 0 14
MHQOPMAIIIH.
1.5 |OpranmszanuonHoe
obecneuenue UB. 2 4 0 8 0 14
1.6 [Bamura HHTEIUIEKTYaILHOM
COGCTBEHHOCTH. 2 6 0 10 0 18
1.7 MexnayHapoaHoe
BaKOHOJATEIBCTBO B
o0nacTi 3aIUTHI 2 2 0 6 0 10
uHpOpMALUU
1.8 [KomnbrotepHble
NIPaBOHAPYIICHHUS 2 6 0 10 0 18
Utoro: 14 28 0 66 0 108
14. MeToauyeckue yKasaHusi 4ns oby4yalowmxcs No OCBOEHUIO ANCLMMNIUHbI
OcBoeHune aOncunnnnHbl BKIMKOYaET B cebsa NeKUNOHHble 3aHATUA, na6opaToprle

3aHATMA U caMOCTOSITENbHYIO paboTy obyyatowmxcs. Ha nepBom 3aHATUMM CTYAEHT noryyaeT
NMHOPMaLMIO Anst [OCTYNa K KOMMeKcy y4ebHO-MeToanyeckmx Matepuarnos.
IeKUMOHHbIe 3aHATUA NOCBALLEHbI PACCMOTPEHMIO TEOPETUYECKNX OCHOB AUCLIMIUHDI.




INMabopaTopHble 3aHATUA npegHa3HayeHbl Ans  (OopMMpPOBaHWS YMEHUN U HaBbIKOB,
3aKpenneHHbix komneteHuuamu no OlNOTl. CamocTtoATenbHas pabota CTyAeHTOB BKIIOYaET B
cebs npopaboTky y4ebHOro maTtepuana nekuuin, pasdop nabopaTopHbIX 3agaHUN, NOArOTOBKY K
9K3aMeHy.

[na ycnewHoro OCBOEHWUS AUCUMMNINHBI PEKOMEHAyeTCca noApobHO KOHCMEKTUpOBaTb
NEKLMOHHbIA MaTepwuar, npocMaTpuBaTb Npe3eHTauumn (Mpu Hanuuumn) no COOTBETCTBYOLLEWN
TeMe, 3yyaTb OCHOBHYIO U AOMNOMHUTENBbHYIO NUTepaTypy pekoMeHayemon bubnuorpaduu,

Mpn ncnonb3oBaHWWM AWCTAHUMOHHBIX OBpa3oBaTeNbHbIX TEXHOMOMUA U 3NEKTPOHHOro
obyyeHMa BbINONHATL BCe YKalaHua npenopasaTenen no pabote Ha LMS-nnatdopme,
CBOEBPEMEHHO NoAkntovaTbes K online-3aHATnAM, cobniogate peKkoMeHAaLmMm no opraHM3aumm
caMoCTOATENbHON paboThl.

15. TMMepe4yeHb OCHOBHOM W [ONONHUTENLHOW nUTepaTypbl, PECypCOB WHTEPHET,
Heo6X0AMMbIX AN OCBOEHUA AUCLUNIIUHbI

a) OCHOBHasi nuTeparypa:

Ne

NcTouHmK
n/n

OpraHusaLmoHHo-NpaBoBoe obecrneyeHne WHpopMaLMoHHON 6Ge3onacHocTn :© y4ebHuk / A. A.
Crtpenbuos, B. H. Moxapckun, B. A. MuHaes [ gp.] ; noa pepakunen A. A. AnekcaHgposa, M. I
1 |CblueBa. — MockBa : MI'TY um. Baymana, 2018. — 291 c. — ISBN 978-5-7038-4723-7. — TekcT :
SNEKTPOHHbIN 1 JaHb : 3MEeKTPOHHO-6MbNMoTeYHas cuctema. - URL:
https://e.lanbook.com/book/172840. — Pexum goctyna: Ana aBTopua. Nofib3oBaTenen.

HosukoB, B. K. OpraHusauMoHHO-NpaBoOBble OCHOBbI MH(OPMaLMOHHON 6e30MacHOCTU (3awwmTbl
nHdopmauum). KOpmanyeckas OTBETCTBEHHOCTb 3a NpaBOHapyLleHust B obnactv MHAOPMaLMOHHOM
2 |6e3onacHocTu (3awmTbl MHopMaumm) : yyebHoe nocobue / B. K. HoBukoB. — MockBa : [opsiyas
nnHns-Tenekom, 2017. — 176 c. — ISBN 978-5-9912-0525-2. — TeKcT : aneKTpOHHbI // JlaHb :
3NeKTpoHHO-6nbnnoTteyHasa cuctema. — URL: https://e.lanbook.com/book/111084. — Pexum pgoctyna:
0151 aBTOPW3. Nosb30BaTenen.

6) pononHUTenbHaa nuTepartypa:
Ne
n/n

NcTouyHmnk

BasoBas mopenb yrpo3 6e30nacHOCTU NEPCOHanbHbIX AaHHbIX NpU ux obpaboTke B MH(OPMALMOHHbIX
3 |cuctemax nepcoHasnbHbiX AaHHbIX (Bbinucka). ®CTIOK Poccun, 2008. https://fstec.ru/en/dokumenty/vse-
dokumenty/spetsialnye-normativnyedokumenty/bazovaya-model-ot-15-fevralya-2008-
g?ysclid=lj8zaq9vbh762206938

MeToamueckun nokymeHT "MeTogouka oueHku yrpo3 6esonacHoctu uHdopmauun” (y1B. PepepanbHom
4 |cnyxbow No TEXHUYECKOMY U 3IKCMOPTHOMY KoHTponto 5 e 2021r.) https://fstec.ru/dokumenty/vse-
dokumenty/spetsialnye-normativnyedokumenty/metodicheskij-dokument-ot-5-fevralya-2021-
g?ysclid=lj8z58t2v2240278685

5 KosaneHko, 0. W. MpaBoBon pexum nuueH3npoBaHua n ceptudmkaumm B cdepe nHGOOPMaLMOHHON
6e3onacHocTu : yuebHoe nocobue / FO. L. KoBaneHko. — MockBa : Nopsivas nuHua-Tenekom, 2012. — 140
c. — ISBN 978-5-9912-0261-9. — TeKCT : aMeKTPOHHbIN // J1aHb : aNeKTPOHHO-6MGNMoTeYHas cuctema. —
URL: https://e.lanbook.com/book/5163. — Pexum goctyna: ona aBTopus. nonb3oBaTenen.

B) MH(POPMALMOHHbIE 3NIEKTPOHHO-06pa3oBaTeNbHbIE PECYPChI:
Ne
n/n
6 | OnekTpoHHO-6ubNMoTeyHan cuctema «JlaHby - Pexum goctyna: https://e.lanbook.com
7 | OnekTpoHHbI KaTanor HayyHoi 6ubnmotekn BopoHexXcKoro rocyqapCcTBEHHOIO yHUBepcuTeTa. - Pexum

poctyna: http//:www.lib.vsu.ru.

8 | O6pas3oBaTesnbHbI nopTan «ANeKTpoHHbINYHUBEpPCUTET BI'Y». — Pexum goctyna: https://edu.vsu.ru

NcTouyHmnk

16. NepeyeHb y4eOHO-MeTOANYECKOrO 0b6ecneyYyeHns A CaMOCTOATEeNIbHOWN paboTbl

B kauectBe oOpMbl OpraHuMs3auunm CcamMoCToATeNnbHOM paboTbl  NPUMEHSAHOTCS
MEeTOANYECKNEe YKa3aHuA Anst CaMOCTOATENIbHOrO OCBOEHNS U NpMOGpeTeHnsa HaBblKOB paboThbl
CO crneumnanusanpoBaHHbIM MNporpamMMHbiM  obecneyeHnem. CamoctoaTenbHaa paboTa
CTYOEHTOB: U3y4YeHNe TeopeTUYecKoro MmaTepmana; NnoaroToBka K nekuusim, paborta c y4yebHo-
METOANYECKON NnMTepaTypomr, NOAroTOBKA OTYETOB MO MpaKTU4eckum paboTam, NoaroToBka K
3auery.


https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnyedokumenty/
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnyedokumenty/
http://www.lib.vsu.ru/

Ons obecneyeHnss camocToATenbHOW paboTbl CTYAEHTOB B 3MEKTPOHHOM Kypce
ANCUUNIIMHBI HA 06pa3oBaTeNbHOM nopTane «ONeKTPOHHbIM yHuBepcuteT BI'Y» cchopmumpoBaH
y4yebHO-MEeTOAMYECKMI KOMMIEKC, KOTOPbIN BKMYaeT B cebs: nporpammy Kypca, y4yebHble
nocobua u cnpaBo4vHble MaTepuasnbl, MeTOOUYECKME YKa3aHWs MO BbIMNOSHEHUIO 3afaHuin
nabopaTopHbix paboTt. CTyaoeHTbl nofny4valT [OCTYN K AaHHbIM MaTepuanam Ha nepBOM
3aHATUN NO ANCLMNSINHE.

17. O6pa3oBaTenbHble TEXHONOrMU, UCNOoSb3yeMble Npu peanusauum y4eoHoun
OUNCLUNIUNHBI, BKNOYasa AUCTaHUMOHHbIe obpa3oBaTenbHble TexHonoruu (AOT),
3neKTpoHHoe oby4yeHue (30), cMewaHHOe O0by4YeHue)

OucumnnuHa peanunsyeTcss C MNPUMEHEHMEM SNEKTPOHHOro 06y4YyeHuMa U  OUCTaHUMOHHbIX
obpa3oBaTenibHbIX TEeXHOMOornn. [na opraHM3auun 3aHATUA PEKOMEHAO0BaH OHManH-Kypc
«B1.B.05 lMNMpaBoBble acnekTbl MHopmaumnoHHon 6esonacHocTn (10.05.01)», pa3meLyeHHbIn Ha
nnatgopme 3AnekTpoHHOro yHmsepcuteta BIY (LMS moodle), a Takxe VIHTepHeT-pecypchil,
npueegeHHble B nN.158.5.

18. MaTepMaano-TeXHquCKoe obecneyeHne ANCUUNIIUHBI

YyebHas ayauTopusa A4na Nekumi: cneunanusavpoBaHHan Mebenb, KOMNbloTep npenogasaTtens,
MYNbTUMELUNHbBIA NPOEKTOP, SKPaH.

YuyebHaa ayguTtopua Ons  nabopaTopHbIX 3aHATUWA:  creuvManu3upoBaHHas  Mebenb,
nepcoHarnbHble  KOMMbKTEPbl, MY/bTUMEOUNHbIA  MPOEKTOp, 3KpaH, NabopaTopHoe
obopyaoBaHMe  nporpaMMHO-anmnapaTtHbiX  CpeAcTB  obecneyeHus  MHOpPMaLUMOHHOWM
6e3onacHocTu.

AyauTtopua Oonsi cCaMoCTOATENbHON paboThbl: yyebHass Mebenb, KOMMboTEP C BO3MOXHOCTbIO
NOAKIIOYEHUSA K ceTu «VIHTepHeT» u 3NeKTPOHHON nnaTdopme ONEeKTPOHHOro YHUBEpCUTETa
BIY.

MporpammHoe obecneyveHne (cm.danmn MTO): OC Windows v.7, 8, 10, Habop yTunut
(apxuBaTopsbl, ann-meHepxepsl), LibreOffice v.5-7, Foxit PDF Reader.

19. OueHo4HbIe cpeacTBa ANA NPOBeAEeHUA TEKYLEeN U NPOMEeXYyTOYHOW aTTecTauum

Mopsaok oLeHKNn 0CBOEHUs 06y4alLWUMNca y4ebHoro matepuana onpegensieTcsl cogepXxaHmem
creayloLWmMxX pasgenos AUCLUUNIIUHDI:

Ne HaumeHoBaHuA pa3gena KomneTteHums(n) WHamkaTop(bl) OueHouHble cpefcTaa
n/n OVCLMNNUHBI OOCTUXEHUSA
KOMMeTeHL MM

1 [MHdopmaLma Kak 06bekT MK-3 MK-3.1 YCTHbIV OMpoc, TecT
NnpaBOBOro perynMpoBaHus

2 |3akoHopaTenbCcTBO B 0651acTy YCTHBIN Onpoc, TecCT,
MHOPMALIMOHHOM npaKkTuyeckoe 3afjaHue
6e30MacHOCTW.

3 |paBoBOW pexnm 3aLnThbI YCTHBbIW Onpoc, TecT,
rocyfapCTBEHHON TalHbI. npakTn4eckoe 3afgaHue

4  |MpaBoBble pexXuMbl 3aLLUTHI YCTHBI Onpoc, TecT,
KOHCbI/I,D,eHLl,I/IaJ'IbHOPI npakTnyeckoe 3agaHue
MHopmaumn.

5 |OpraHusaumoHHoe YCTHbIW ONpoc, TecT,
obecneyeHune UB. npakTnyeckoe 3agaHne

6 |3awwmTa MHTEenneKTyanbHowm YCTHbIW ONpoc, TecT,
COBCTBEHHOCTH. npakTuyeckoe 3agaHue

7  |MexnyHapogHoe YCTHbIW ONpoc, TecT,
3aKoHOAaTeNbLCTBO B 061acTu npakTu4eckoe 3ajaHune
3aLWmThl MHOpMaL MK

8 |KomnbloTepHble YCTHbIW ONpoc, TecT,
rnpasoHapyLueHud npakTn4yeckoe 3agaHune

MpomexyTouHasa aTTecTauud, hopmMa KOHTPOns - 3a4eT lMepeyeHb BONPOCOB
(KMMNe1)




20 TunoBble OLEHOYHbIE CpeAcTBa U MeToAUYeCKMe MaTepuanbl, onpegensiowme
npoueaypbl oLeHUBaHUA

20.1 TeKywWwni KOHTPOSb yCneBaeMoCTH
KoHTponb ycneBaemMocTM MO AUCUMINIIMHE OCYLLECTBIIAETCA C [OMOLLBIO  CrieayroLwmx
OLIEHOYHbIX CPEACTB:
— YCTHbIN onpoc,
— TecT,
— MpakTuyeckoe 3afaHue.

MepeyeHb BOMPOCOB YCTHOrO ONpoca

1. ITpuHIMIBI rocy1apCTBEHHON MOJIUTUKU O00ecTiedeHnss MHPOPMALMOHHONW O€30M1aCHOCTH.

2. KiroueBbie mpo6iemMbl HHPOPMATMOHHONW O€30MaCHOCTH TOCYAapCTBa.

3. OcHOBHBIE 00513aHHOCTH OPraHOB 3aKOHO/1AaTEJILHOM BIacTu B cepe nHpopMaMOHHON 6€301aCHOCTH.

4. OcHOBHBIE 0053aHHOCTH OPTraHOB UCTIOJIHUTENILHOW BIAacTH B chepe nHPOPMAMOHHOI 0€301macHOCTH.

5. OcHOBHBIE 00513aHHOCTH OPT'aHOB Cy/1€OHOM BJIACTH B cdepe MHPOPMALTMOHHON 0€3011aCHOCTH.

6. UadopmanmoHHbIe BOMHBI: MIPOOJIEMBI IIPABOBOT'O PETYIUPOBAHUSI.

7. IlpaBo Ha noctyn Kk nHpopmanuu B Poccun: npoGieMbl TEOPUH U 3aKOHO1ATENILCTBA.

8. IIpobmnema mpaktudeckoro npumeneHuss ®3 «O06 wmHOpmManuu, WHPOPMALMOHHBIX TEXHOJIOTHSIX U O
3anmMTe HHGOpPMaLUN».

9. IlonsiTre u poiib MHPOPMAIUH B KU3HH COBPEMEHHOTO OOIIECTBA.

10. l'apanTn MHPOPMALMOHHBIX MPaB IPAXKIaH.

11. IlpaBa rpaxman B uH(GOpMAIMOHHOU cdepe.

12. Opranuszanus 3aMThl TOCYAApCTBEHHOM TaliHbl B Poccuu.

13. OTBETCTBEHHOCTH 3a IIMHUOHAX U pa3rialleHue rocyJapCTBEHHOM TalHBbI.

14. Coctosinue 1 3 PeKTUBHOCTh 3aKOHOJIATEILCTBA O KOMMEPUECKOI TaliHe.

15. V3meHeHus B NpPaBOBOM pETYJIMPOBAHMM HHCTHUTYTa KOMMEpPYECKOM TalHbI B CBS3M C BBEJICHHUEM B
JEeNCTBUE YeTBepTOU yacTu I paxknanckoro konekca PO.

16. TpeboBanus k 00pabOTKE MEPCOHANBHBIX JaHHBIX U OTBETCTBEHHOCTh 3a HapyIllIeHUE padOThl C HUMH.

17. MexnyHapoJHOE M HALMOHAJIbHOE 3aKOHOJATENILCTBO 3apyOEKHBIX CTpaH O 3alIUTE MEPCOHATbHBIX
JAHHBIX.

18. [lepcoHanbHbIE TaHHBIE B CUCTEME JOKYMEHTOO00POTa MPEIIPUATHS.

19. IlepconanpHblie naHHble B IHTEpHETE.

20. IIpaBoBoe perynupoBaHue O0pbObl ¢ kubOeprnpecrynHocTbto B CIIIA (Mramuu, Kurtae, Anonum,
Benukobpurtanum).

21. BolsiBieHHE TEXHUUECKUX KaHAIOB YTeUKHU HHPOPMALIUH.

22. Vctopust pa3BUTHS KpUTITOTpAQUH.

23. KpunTorpadus Kak cpeicTBO 3alIUThI HH()OPMAIIHH.

24. PaccrneioBaHre KOMITBIOTEPHBIX MpecTyruienuit B PO u 3a pydexxom.

25. Ponb nonoxxennii OCT P MCO/MBK 18044-2007r., «HpopMaiioHHast TEXHOJIOTHUSI.

Meroasl W cpenactBa oOecreueHUss O€30MacHOCTH. MEHEKMEHT HWHIMJCHTOB  HWH(OPMAIMOHHOMN
0€30IacHOCTH», B PACCII€JOBAHUU MHIIUICHTOB KOMITbIOTEPHON 06€30MacHOCTH.

26. Ponb nonoxkenuit 'OCT P UCO/MOK 56824-2015 «HTennekTyanbHas COOCTBEHHOCTb.

Hcnonb30BaHnEe OXpaHAEMBIX PE3YyIbTaTOB MHTEIUIEKTYaIbHOW AESITENBHOCTH B ceTh MHTepHET» B 3amiuTe
MHTEJJIEKTYaJIbHOM COOCTBEHHOCTH POCCHUHCKHUX TOCYJApCTBEHHBIX M KOMMEPYECKUX CTPYKTYp HpH €€
nonasnanuu B IHTEpHET.

Mepe4veHb NpakTUYECKUX 3agaHnmn

1. Kakme B HacTosImee BpeMs OTMEUAIOTCS OCOOCHHOCTH CTPYKTYpbl HWH(OpPMAnMOHHON cdepsl U
XapaKTePUCTHUKU €€ PJICMEHTOB?

2. B 4em 3akitodaroTCs mapaioKChl OHATHUS U CTPYKTYpa HHGOPMAITMOHHONW 0€3011acHOCTH?

3. Ha kakux mpuHIMIIAX CTPOSITCA MPABOOTHOLICHHUS B 00JIaCTH HH(POPMAIIMOHHON 6e30nacHOCTH?

4. B yeMm 3aKiIIOYalOTCS KOHCTUTYIMOHHBIE TapaHTHUU IpaB Ha JOCTYN K HHpOpMAUM U obOecredeHue
COXPAHHOCTH Pa3TUYHBIX BUIOB TAHbI?



5. UeM obecnevnBarOTCsl TapaHTUH 3alIUTHl WHGOPMAIMHU 0 3aKOHOIATeIbCTBY Poccuiickoit deneparuu u
UCKJIIOUEHUS U3 PEIYCMOTPEHHBIX 3aKOHOM IpaBuil?

6. B yueM cyTh M OCHOBHBIC HalpaBJIECHUs pealu3allii HalMOHaIbHBIX UHTepecoB Poccun B chepe Wb,
oTpakeHHbIe B JlokTprHe HHPOpManmonHoii 6e3onacnoctu Poccuiickoii @enepannu?

7. KakoBbl NEepCHEKTHBBI Pa3BUTHs 3aKOHOJATENbCTBA B O0JIACTM MH(MOPMALMOHHOM 0€30M1acCHOCTH B
HACTOALMI UCTOPUUYECKUI nIepuoa?

8. KakoBbl cocTaBiflOIIME  POCCHMCKOM  CHCTeMBl  obOecnedyeHuss Oe30MacHOCTH  KPUTHYECKUX
MH(POPMAIMOHHBIX CHCTEM OT KOMITBIOTEPHBIX aTak?

9. KakoBbl (QYHKUMM Y4YaCTHUKOB peaJM3allMd CUCTEMbl oOecredeHus Oe30MacCHOCTH KPUTHUYECKUX
MH(POPMALMOHHBIX CHCTEM OT KOMIIBIOTEPHBIX aTak?

10. Ha 4ro HanpaBiieHO BBEICHUE ITPABOBOTO PEKMMa 3allIUThl TOCYAAPCTBEHHOM TallHbI?

11. HazoBuTe cocTaB NpUHLMUIIOB, MEXaHU3MOB U MPOLEAYP OTHECEHMSI CBEACHUN K TOCYJapCTBEHHOH TaiiHe,
UX 3aCEKPEUMBAHUA U PACCEKPEUNBAHMS.

12. Kakue opraHu3aiii U CTPYKTYPbl HEMOCPEICTBEHHO OCYIICCTBIISIOT 3alUTy TOCYIapCTBEHHOMN TaWHBI,
PETYJIUPYIOT U KOHTPOJIUPYIOT?

13. Ha3oBuTe 1 onMILIMTE MOPSIIOK JOMYCKa U JOCTyIa K TOCYJapCTBEHHOH TalHE.

14. Onmmmre npenHa3’HAYeHHE M COCTABIAIOIIME PEKMMA CEKPETHOCTH, KaK OCHOBHOIO IOpSAJKA
NESTEIbHOCTY B c(epe 3alluThl TOCYJapCTBEHHOM TalHbI, OPraHU3alMOHHBIX U TEXHUYECKUX MEp,
HAIIPABJICHHBIX Ha 3aIlUTy FOCYAApCTBEHHOM TalHBI.

15. KakumMu opraHaMy M B KakKOM NOPSAKE peaJu3yeTcsi CUCTEMA KOHTPOJA 3a COCTOSHHEM 3allUThI
rocyJapCTBEHHOM TailHbI?

16. OnumuTe COCTaBJISAIOUIME YCIOBUNH HACTYIUIEHMSI FOPUIUYECKONW OTBETCTBEHHOCTH 3a HapylIEeHUs
IIPABOBOTO PEXKUMA 3aLIUThI FOCY1apCTBEHHOM TalHBbI (YTOJIOBHON, aIMUHUCTPATUBHOM, AUCIUIIIMHAPHON ).
17. Yro obmiero m B 4eM pa3inyus B XapakTepe KOH(QUACHIMATbHOW HH()OPMAIUM Pa3IUYHBIX BHIOB:
NEPCOHAIBbHBIX JAHHBIX, CIYXEOHOW TaliHbl, KOMMep4YecKO M OaHKOBCKOW TailHbI, TalHBI CIEACTBHUS U
CyJIONTPOU3BOCTBA, IPYTUX MPOPECCHOHAIBHBIX BUIOB TaHBI?

18. KakoBbl OCHOBHBIE TpeOOBaHUs, MNPEABABISIEMble K OpraHU3alMM 3alluThl KOH(UACHIUAIBHON
uHpopmanun?

19. OnummTe COCTaBIAIOUIME YCIOBUH HACTYIUIEHMSI FOPUAMYECKONW OTBETCTBEHHOCTH 3a HapyLICHUs
MIPaBOBOIO peXHMa KOHQUACHIMATbHOW HHPOpManuu (YroJloBHOH, aJMUHUCTPATUBHOM, TIpa’kIaHCKO-
IIPaBOBOW U TUCLUITMHAPHON ).

20. B uem oT/IMYMS OpraHU3allMOHHON OT TEXHUYECKOM 3aIuThl nHpopmanun?

21. Kak onpenenstoTcsi OCHOBHbIE KaHAJIbl YTeUKH HH(pOpMaIuy npu o0paboTke Ha KOMITbIoTepax?

22. Kak opmupyeTrcs 1 Ha 4TO HallpaBJIeHa MOJUTHKA HH(POPMAIIMOHHOM Oe30macHoCTH?

23. Onumure U JaiTe XapakTepPUCTUKY METOI0B obecriedeHnst pu3ndeckoi 6e30MacHOCTH. _

24. ]Ins 4ero BBOJAATCS M U3 YETO COCTOSIT TEXHOJOTHUECKUE MEPBI MOJIepKaHHs 0€30MacHOCTH?

25. TloscHuTe Ha mHpUMepe cOocTaB M (PYHKIMM ToJpa3zesieHusi, oOecrneynBarouiero MHGOPMaUOHHYIO
0€30MacHOCTb MPEIIPUATHSL.

26. B ueM 0COOCHHOCTH HACTOAIIETO COCTaBa 3aKOHOJATEIhCTBa Poccwm 00 WHTEIIEKTyalbHas
cOOCTBEHHOCTH?

27. llosicHuTe pa3nuyue U CBSI3b UCKIIFOUUTENBHBIX aBTOPCKUX U CMEXHBIX IIPaB B cpepe MHTEIUIEKTYyalbHOU
COOCTBEHHOCTH.

28. Kakas npengycmotpeHna B Poccuiickoii ®denepannu npaBoBasi oxpana nporpamm it OBM, 6a3 nanHbIX u
TOIOJIOTMI MHTETPATIbHBIX MUKPOCXEM?

29. [losicHUTE CIOXKHOCTH B 3aIUTE aBTOPCKUX M CMEKHBIX IPaB.

30. Kakue B HacTosiiiee BpeMs YCIOBHS MAaTEHTOCMOCOOHOCTH JIEHCTBYIOT B HacTosiiee Bpemst B Poccun? B
MHUPOBOM cooO1iecTBe?

31. Kakue BbIIETSAIOTCS 00BEKTHI M300pETECHHUSI, TIOJIE3HOW MOJIETH U MPOMBIIIJICHHOTO 00pasiia, CBsI3aHHbBIE C
3JIEKTPOHHO-BBIYUCIUTEILHON TEXHUKON M WH(OPMAIIMOHHBIMH TEXHOJIOTUSMH?

32. Kak ocyIiecTBiIseTcs 3aluTa rMpaB MmaTeHToo0aaaaTeNeld 1 aBTOPOB MOJIE3HBIX MOIeTIeH?

33. KakoBbI 0COOEHHOCTH JOTOBOPHBIX OTHOLIEHUN Poccuu co cTpaHamu OIMKHETO U JalbHEro 3apyOexbs B
obnactu nHOOPMAITMOHHON 0€3011acHOCTH?

34. B ueM CyTh M COJEp)KAaHUE IPABOBOIO PETYIUPOBAHMS TPYJOBBIX OTHOIIEHUN AAMHHHMCTpALMM U
nepcoHalia B 00yiactu ooecrieueHusi THHOPMAITMOHHONW 0€30MacHOCTH?



35. HazoBuTe M oOxapakTepu3yd T€ OCHOBHBIE COCTABIISIIOIIAE MPABOBOIO PEXKUMA YYACTHS POCCHUUCKUX
MOPENNPUATHA OpraHu3aluidi W YYPeKICHHA pa3TU4HbIX (GOpM COOCTBEHHOCTH B MEKIYHAPOTHOM
nH(pOpMaITMOHHOM OOMEHE.

36. HazoBute CyObeKThI 1 00BEKTHI MEXKAYHAPOTHOTO HHPOPMALMOHHOTO OOMEHa.

37. llpuBenuTte NpUMEpbl MOJOKUTEIBHBIX PE3YJIbTaTOB MEXIYHAPOIHOIO COTpPyIHHUYECTBAa B O0IacTH
00pbOBI C KOMITBIOTEPHON MPECTYMHOCTBIO.

38. Ha3zoBuTe W MOSCHWTE MNPU3HAKU M DJIEMEHTHI COCTaBa IMPECTYIUICHHH B cdepe KOMITbIOTEPHOU
uHpopmanuu (ct. 272, 273, 274 YK Poccun).

39. Kakue HeoOX01MMO 3HaTh OCHOBBI pacciieZIOBaHUs MPECTYIUICHUH B chepe KOMIBIOTEpHON HHGOpMAITK?
40. KakoBbl yclOBHS HACTYIUICHUS aJIMHUHHCTPATHBHOM OTBETCTBEHHOCTH 3a NpaBOHApylleHUs B cdepe
MH(POPMAITMOHHBIX TEXHOJIOTHIA?

41. Kakue nonoxenus [OCT P MCO/M3K 18044-2007r., « MadopmariioHHasT TEXHOJIOTHS.

Metonel u cpenctBa oOecrieueHuss 0€30MacHOCTU. MEHEKMEHT HMHIMACHTOB HMH()OPMAIIMOHHOM
0€30MMacHOCTHY MPUMEHUMBI B pPacClieZIOBAHUH WHITUICHTOB KOMITBIOTEPHOI Oe30macHoCTH?

42. Kakue mnonoxenus ['OCT P HNCO/MIK 56824-2015 «MHTemnekTyalibHasi COOCTBEHHOCTb.
Hcnonb30BaHne 0XpaHIEMbIX pPe3y/IbTaTOB MHTEIIEKTYaJIbHOM AESITEIbHOCTU B ceTu VIHTEpHET» NPUMEHUMBI
B 3allIUTE UHTEIUIEKTYaJIbHON COOCTBEHHOCTH POCCUICKUX TOCYIapPCTBEHHBIX M KOMMEPYECKUX CTPYKTYp MpHU
ee nonaganuu B Uurepuer?

20.2 NMpomexyToyHaa aTrecrtauus

I'IpomexyTquaﬂ arrecrtaumda no gucuuniimHe ocyulecrtBridaeTtca C NomMoulbio creayrwmnx
OLEHO4YHbIX CpeacTB: BOMNPOCHI K 3a4€eTy.

Mepe4yeHb BonpocoB k 3a4eTty (KUM Ne1)
1. HWnadopmamuss kak o0O0BEKT mpaBoBoro perymupoBanus. CTpykrypa uUHGOPMaMOHHON cdepsl H
XapakTEepUCTHKa ee aneMeHToB. Buael undpopmanmu. dopmupoBanue WHGOPMAIMOHHBIX PECYPCOB M HX
kBanuukanysi. KOHCTUTYIIMOHHBIE TapaHTHUH TTPaB Ha MH()OPMALIUIO U MEXaHU3M HX peaTu3aliuu.
2. Tlonsitue u crpykrypa uHpopManuoHHON Oe3zomacHOCTH. CyOBEKTH U OOBEKTHl MPABOOTHOIICHUH B
obrmactu wuH(popManuoHHOW Oe3omacHocTH. [loHsTHe W BUABl 3amUIIaeMoil  HHQPOPMAIMH IO
3aKOHOJaTeNnbCTBY PO.
3. OTpacnu 3aKOHOAATENbCTBA, PETTIAMEHTHPYIOIIHNE EATENbHOCTh MO 3amuTe uHbopMaruu. [lepcrekTuBs
Pa3BUTHS 3aKOHOJIATEIHCTBA B 00J1aCTH MH(POPMAIITMOHHOM 0€301MaCHOCTH.
4. IloHaTHe MPABOBOTO PEKUMA 3alUTHI TOCYJAPCTBEHHOM TaitHbl. ['ocynapcTBeHHas TaifHa Kak O0COOBIM BU
3amuiaeMon nHopMaIuu u e€ XapakTepHbIE PU3HAKH.
5. PexkBU3UTBI HOCUTENEN CBENEHUM, COCTABIAIOIIMX TOCYJAapCTBEHHYIO TallHy. [IpuHUMNBI, MexaHU3M U
MpoLEypa OTHECEHUS CBEJEHUIN K TOCYITapCTBEHHOM TallHE, MX 3aCEKPEUYNBAHUS U PACCEKPEUNBAHMS.
6. Oprasnbl 3allUTBl TOCYAApCTBEHHOM TaliHbI W uX komnereHuus. llopsnok gomycka W jgocTyma K
rocygapcTBeHHOW TaiiHe. VHBIE Mepbl MO OOECIEeYEeHUI0 COXPAHHOCTH CBEICHHUM, COCTAaBJISIONINX
rOCy/IapCTBEHHYIO TailHy (PEeKHMM CEKPETHOCTH KaK OCHOBHOM TOPSAOK JAEATEIHbHOCTH B cdepe 3alluThl
roCy/1apCTBEHHOM TailHbI).
7. IlepeueHpb U coliepKaHUE OPraHU3ALMUOHHBIX MEp, HANPABICHHBIX Ha 3alIUTy TOCYIapCTBEHHOW TaWHBI.
CucreMa KOHTpPOJISI 32 COCTOSIHUEM 3alMThl TOCYJAapCTBEHHOM TailHbl. FOpuandeckass OTBETCTBEHHOCTH 3a
HapyIICHUs TPaBOBOTO pPEXHUMa 3allUThl TOCYJAPCTBEHHOW TalHbBI (YroJOBHAs, aJIMHUHUCTPATHUBHAS,
JTUCIUIIMHAPHAS).
8. IlpaBoBbie peXUMBI 3amUTHl KOH(MUAeHIMATbHON uHMopMmanuu. KonduneHuuanpHas wHQOpMAIIHS:
TIepCOHAJIbHBIC JaHHBIE, CIy)KeOHasi TaliHa, KOMMeEpYecKas TaifHa, OAHKOBCKas TaliHa, TailHAa CIICJCTBUS H
CYIOTIPOU3BOJICTBA, PO eCCUOHATbHAS TalHA.
9. IlpaBoBbIe pexuMbl KOHPUAEHITMATFHOW HH(OopMaruu B Poccuu: conepkanne u ocooeHHocTH. OCHOBHBIE
TpeOOBaHUs, MPEIbIBISIEMbIE K OpraHW3allMu 3aluThl KoH(puaeHIMansHo uHpopMmanmu. HOpuandeckas
OTBETCTBEHHOCTh 3a HAapyLIEHUS MPAaBOBOrO peXHMa KOoH(puIeHIManbHOH HHGOopMauu (yrojoBHas,
aJMUHUCTpaTUBHAA, TPAXKIAHCKO-TIPaBOBasi, AUCIUTUTMHAPHAS).
10. [TIlpaBoBas perjamMeHTanus OXPaHHOM JeATeNbHOCTU. JluleH3upoBaHWe W CepTUPUKALMSI B
uHpopmanoHHoil cdepe. I[loHATHS NMLIEH3UPOBAHHMS IO POCCHICKOMY 3aKOHOIATENbCTBY. Bub
NesITeNIbHOCTH B HH(OpMaLIMOHHOU cdepe, Mo yIeKallie TUIEeH3UPOBAHHUIO.



11. IlpaBoBbIE OCHOBBI 3alIUTHI MH(MOPMALMU C MCIOJb30BAaHHMEM TEXHHYECKHX CpPEACTB (3alUTHl OT
TEXHUYECKUX pa3BElOK, NMPUMEHEHUS U pa3paboTKH MIM(POBATIBHBIX CPEACTB, NPUMEHEHHUS SJIEKTPOHHO-
nrQpoBOI MOANMUCH H T.1.).

12. 3amura HHTEIEKTyaJlbHOM COOCTBEHHOCTH. 3aKOHOJATEJIbCTBO
cobctBeHHOCTH. [oHATHE MHTEIEKTYalbHOM COOCTBEHHOCTH.

13. O0BEKTHI U CYyOBEKTHI aBTOPCKOTO MpaBa. McKimounTenpHble aBTOpcKUe paBa. CMeXHbIE TpaBa.
14. IIpaBoBas oxpaHa nporpamm it DBM, 6a3 TaHHBIX U TOMOJOTHH HHTETPAIIBHBIX MUKPOCXEM.
15. 3ammra aBTOPCKMX M CMEXHBIX IpaB. OCHOBBI IATEHTHBIX IPABOOTHOLIEHHM.
IaTEeHTOCIIOCOOHOCTH.

16. OOBeKTHl M300pETECHNUs, CBA3AHHBIC C AIEKTPOHHO-BBIUMCIUTEIFHOW TEXHUKON M MH(POPMALMOHHBIMU
TEXHOJIOTUSAMU. ABTOpbl M300peTeHHil M nareHTooOnajzaTeny. MexaHU3M NaTeHTOBAaHUA. 3allluTa IpaB
MaTeHTO00aaaTeNeii 1 aBTOPOB.

17. OcoGeHHOCTH JOTOBOPHBIX OTHOIIEHWH B oOjacTd uHGOpMAIMOHHONW Oe3omacHOoCcTH. IIpaBoBoe
peryapoBaHre B3aMMOOTHOIICHUH aJMIHHUCTPALIMH U TIEpCOHaNa B 001acTu obecredeHrst THPOPMALMOHHOM
6e3onacHocTH. OCOOEHHOCTH TPYJOBBIX OTHOILIECHHH.

18. KomnbtorepHsle npaBoHapyuieHus. Ilpectymienus B cgepe komnbprorepHoi nnpopmanuu. [Ipusnaku u
JIEMEHTBl  COCTaBa  MPECTYIUIGHUSA. AJMHMHUCTPAaTHBHAs OTBETCTBEHHOCTh 3a IPECTYIUIGHUS B
nH(POPMAIMOHHOM cdepe.

19. MexayHapoiHOE 3aKOHOJATeIbCTBO B 0ONAacTH 3aumuThl uHGopMmauuu. [IpaBoBoil pexum yuyacTus B
MexayHapoaHOM oOMeHe. CyOBeKThI U 00BEKTHI MEXKIYHAPOTHOTO HHPOPMAIIMOHHOTO OOMEHa.

20. HanmoHanbHble 3aKOHOATEILCTBA O KOMIIBIOTEPHBIX ITPABOHAPYIICHUSX U 3aIUTe UH(OPMALIHH.

21. MextyHapoAHOE COTPYIHUUYECTBO B 00JIACTH OOPBHOBI ¢ KOMITBIOTEPHOM MPECTYIHOCTHIO.

22. Tlonoxenuss TOCT P UCO/MBK 18044-2007r., «HPOpMaIMOHHAs TEXHOJOTHs. METOIbl B CpeIcTBa
obecriedeHrs: 0e30MacHOCTH. MEHEKMEHT HHIUACHTOB HH(GOPMAIIMOHHON O€30MacHOCTH», WMEIOIINe
3Ha4YeHHUe /s paccieloBaHNus MHIMJICHTOB KOMITbIOTEPHOI 0e30MacHOCTH.

23. Tlonoxenuss TOCT P UCO/MDBK 56824-2015 «MuTennekryanbHas COOCTBEHHOCTh. Vcmonb3oBaHue
OXpaHsSIEMbIX PE3YJIbTaTOB MHTEJUIEKTYalbHOW JESITEIBHOCTH B ceTW VIHTEpHET», UMEIINE 3HAYEHUe s
3alUThl UHTEJJIEKTYaJIbHOM COOCTBEHHOCTH POCCUNCKHUX TOCYIAapPCTBEHHBIX U KOMMEPUECKUX CTPYKTYp MpHU
ee nonaaanuu B VIHTEpHET.

24. OcHoBHbIE TOJOXeHUs ¢enepanbHOro 3akoHa ot 26 utons 2017 roga Nel87 — ®d3 «O OGe3omacHOCTH
KpUTHYeCKOH  MH(pOpMaLMOHHOM  MHppacTpykTypsl Poccuiickoit ~ ®epepauun» Uil YKpeIUICHHS
HAIlMOHAJILHOW CHUCTEMBI 3alIUThl KpUTHUECKON MHPOPMAIIMOHHON HHPPACTPYKTYpPhI CTPaHBbI.

PO 00 wuHTENMNEKTyanbHas

YciaoBus

TpeﬁoBaHMﬂ K BbIMOJIHEHUIO 3a,qa|-|vu71, WwKanbl U KputTepuun oueHnBaHuA

HpomemyTquaﬂ atrTectaumda npoBoanTCA B COOTBETCTBUU C lNonoxeHnem o npomemyTquon artrTectaumn
o6yqa+ou_w|xc;| no nporpammam BbICLUETO o6pasoBaH|/|9|.

Ona oueHnBaHuA pe3ynbTaTtoB O6yquI/IF| Ha 3a4eTe UCNoNnb3yeTcAa - 3a4TEeHO, HEe 3a4YTEHO CooTHoLleHne
nokasarenemu, KpUTepueB 1 LWKalbl OLEeHnBaHNA pe3yrnbTaToB 06yquvm.

Noka3aTenb Ukana n Kputepumn oueHUBaHUA YPOBHS OCBOEHUS
C(hopMUpPOBAHHOCTH KOMMEeTEHLNN
KOMMeTeHLUMn 3ayTeHo He 3auteHo
3HaerT: 1. CdopmmpoBaHHbIE 3HAHUA ®parMeHTapHble 3HaHuUA Wnu
MeXayHapoaHble n | 2. CchopmMnpoBaHHbIE 3HAHUSA, | UX OTCYTCTBUE.
oTeYyecTBEeHHble HO coaepXalune oTaenbHble

HOPMaTMBHO-NPaBOBbLIE
aKTbl, CTaHAApTbl U NpaBuna
B obnactu
NHOPMALMOHHBIX
TEXHONornmn n
NHPOPMaLMOHHOM
6e3onacHocTu.

npooen.l
3. HenonHble 3HaHuA.

Bnapeer:

3HAHMAMU MEXAYHaPOAHbIX U
OTEeYeCTBEHHbIX HOPMaTUBHO-
NpaBOBbIX aKTOB, CTaHOAPTOB

1. ChopMmrpoBaHHbIE 3HAHUSA
2. CdopmMupoBaHHble 3HaHuA,
HO cofepxalwue oTaesfbHble
npobensbl

HenonHbie 3HaHUA. /
®parmMeHTapHble 3HaHuUA Wnu
X OTCYTCTBUE.




n npaBun B obnactu
NHPOPMALMOHHBIX
TEXHONOIMMN N
NHOPMaLMOHHOM
6e3onacHocTn

20.3 ®OoHA OLEHOYHbIX CpeaAcTB C(OPMUPOBAHHOCTM KOMMNETEHUUA CTYAEHTOB,
pekomMeHAyeMbIA ANA NpoBeAeHUsA AMarHOCTUYeCKux paéort

l1K-3. CriocobeH yyacmeosamb 8 pabomax o npoeKmupo8aHuUo cucmem 3awumsl UuHgopmauuu 8
KOMIMbIOMEPHbLIX cucmemax U cemsx [pu peweHuu rpogheccuoHarsbHbIX, uccredosamersibCKux U
npuknadHbix 3adad.

1. XuweHwe nHpopmaumm — ato
1. HecaHKyuoHuUpoeaHHoOe KonuposaHue uHghopmayuu
2. Ympama uHgopmayuu
3. briokuposaHue uHghopmauyuu
4. UckaxeHue uHpopmayuu
5. lpodaxka uHopmayuu
2. [lokyMeHTMpOBaHHasa nHopMaums, AOCTYN K KOTOPOW OrpaHNYMBaeTCs B COOTBETCTBUM C
3aKoHOo4aTeNbCTBOM poccumckon doenepaumnm - aTo:
1. KoHghudeHyuanbHasi uHghopmayus
2. ®akc
3. Jlu4HbIlU OHEBHUK
4. 3akoHbI PO
3. ObecneyeHne nHbopmMaunoHHON Be3onacHOCTN ecTb obecneyeHue...
1. Heszasucumocmu uHgbopmauuu
2. IameHeHus1 uHbopmayuu
3. KonuposaHusi uHghopmauuu
4. CoxpaHHocmu uHgopmayuu
5. MNpeobpaszosaHusi uHghopmayuu
4. CTeneHn cekpeTHOCTN NHpOopMaLInM, COCTaBNSAIOLEN FOCTanHY:
a. ocobo cekpemHo;
6. KOHgbudeHyuanbHo;
8. CMPOo20 KOHGUOEeHYUarbHO;
2. CO8ePUWEHHO KOHGbUudeH uarbHo;
0. ceKkpemHo;
e. ocobol gaxxHocmu.
5. He nognexat OTHECEHUIO K rocyapCTBEHHOW TanHe CBeAeHUS:
a. 0 cocmosiHuu 0bopoHocrnocobHocmu 06bEeKMo8 Xu3HeobecreyeHUs1 Haces1eHUs;
6. 0 ghakmax HapyuweHus rnpae u ceob600 4Yesiogeka U 2pax0aHuUHa;
8. 0 pa3mMmepax 30J/10Mo20 3arnaca u 2ocydapcmeeHHbIX 8aJIlOMHbIX pe3epeax Poccutickol
®edepayuu;
2. 0 cOCmMOosIHUU U cpedcmeax 3auumel 20cy0apcmeeHHOU malHbl;
0. 0 cOCMOSsIHUU 300p08bSs 8biCLUX QOIMKHOCMHBbIX fiuy, Poccutickol ®edepauyuu;
6. K Bugam nHcopmaumm ¢ orpaHM4eHHbIM JOCTYNOM HE OTHOCATCS:
a. Kommepyeckasi matiHa;
6. 2ocydapcmeeHHasi maulHa;
8. ceedeHusi Ons cnyxebHo20 NoJsIb308aHUsl;
2. rnepcoHarsibHble OaHHbIe;
0. 3anpeuw,eHHbIe K pacrpocmpaHeHUr cee0eHUs;
€. HomapuarsbHas maulHa.
7. KoHTpornb Hag BbINOSIHEHNEM TpeboBaHuin B cdrepe 3allmTbl NEPCOHaNbHbIX AaHHbIX BbINOHAOT:
a)dCB Po;
6) CTIK Poccun n PockoMmHagsop;
8) ece nepeyucsieHHble op2aHu3ayuu.




8. 3a HecobntogeHue nonoxeHun 3akoHa 152-d3 «O nepcoHanbHbIX AaHHbLIX» NpeaycMaTpuBaeTcs:
a) rpaxgaHckas, yrornoBHasi, adMUHUCTPATMBHAs OTBETCTBEHHOCTb; 6) AncuunnnHapHas
1 opyrue BuAbl OTBETCTBEHHOCTH;
8) ece nepe4yucrieHHble 8uObl OMeemcmeeHHoOCMuU.
9. CybbekT nepcoHasnbHbIX AaHHbIX:
a) MeeT NpaBo Ha AOCTYM K CBOMM NepCoHarnbHbIM AaHHbIM BO BCEX Cry4asX;
6) He nMeeT NpaBo Ha AOCTYN K CBOUM NEPCOHarnbHbIM AaHHbIM;
8) umeem npaeo Ha docmyn K C80OUM MepPCOHallbHbIM OaHHbIM 3a UCK/IIOYeHUeM cirly4yaes,
npedycMompeHHbIX 3aKOHOM.
10. KoHTponb W Haasop 3a BbIMNOMIHEHUMEM OPraHU3auMOHHbIX U TEXHUYEeCKUX mMep Mo obecnedeHuio
6e30nacHOCTM NepCoHanbHbIX AaHHbIX, Npu 06paboTke NepcoHanbHbIX AaHHBIX B FOCYAAPCTBEHHbIX
NMHPOPMaLMOHHBIX CUCTEMAX OCYLLECTBMASIOTCS:
a) dCTIK Poccuu u #Cb Poccuu;
6) CTIK Poccum n opraHamm PockomHagsopa;
B) ®CBE Poccum 1 opraHamm PockomHaasopa.
11. Kakon HOpMaTUBHbLIN aKT SIBMSIETCA OCHOBHbIM B cdhepe peryrnmpoBaHns aNeKTPOHHOM NOAMNUCHK:
a) demepanbHbii 3akoH Nel-®3 ot 10.01.2002 «O6 3neKTpoOHHOM LMAPOBOWN NOAMNNCUY;
6) ¢pedepanbHbIl 3akoH N263-®3 om 06.04.2011 «O6 asrekmpoHHOLU nodnucuy;
B) noctaHoBneHue [lpaButenbctBa Poccuinckon Pepepauum Ne 111 ot 9 despana 2012 r. «O6
9NEeKTPOHHOW  NOAMWUCW,  UCMONb3YEeMOW  OpraHamMv  UCMOMHWUTENbHOW  BfacTu U opraHamu
MECTHOrocamoynpasfeHns Npu opraHn3aunn 3reKTPOHHOrO B3anMogeNnCcTBMA Mexay cobomy.

3apaHua pasgena 20.3 peKOMeHAYHTCA K UCNOMb30OBaHUIO MNpuU  npoBeAeHuu
ANarHoCTUYEeCKUX paboT C Lenbio OLEHKUW OCTaTOYHbIX pe3yrbTaToB OCBOEHMA AaHHOMW
ANCLUNINHBI (3HAHUW, YMEHUIN, HaBbIKOB).



